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Interview:
Rania V. Sedhom Discusses Global Data
Privacy and Security Issues

The Privacy & Data Security Law Journal recently spoke with Rania V.
Sedhom, an attorney and principal with New York-based Buck Consul-
tants. Ms. Sedhom, who can be reached at Rania.Sedhom@buckconsul-
tants.com, addressed many timely, important privacy issues facing com-
panies both in the Unites States and abroad.

WHAT IS PRIVACY AND DATA SECURITY?

Q: Let’s begin with some basics: what specifically does “data privacy
and security” refer to, and why is it important?

A: Data privacy and security is a broad term relating to everything relative
to data gathering, storing, destroying, and sharing. When an organization
ensures data privacy, it is ensuring that people who are not authorized to
see private data cannot examine it.

Data privacy and security is of crucial importance for a variety of
reasons. Above all, in the United States data privacy is becoming a funda-
mental right, and organizations running afoul of sound privacy standards
leave themselves vulnerable to litigation. Moreover, American companies
doing business on a global level must ensure that its data privacy and
security protocols are both effective and sound. Of course, there are also
associated ethical and competitive concerns. However, actually determin-
ing what information demands privacy protection is a difficult matter.

HOW TO DETERMINE IF CURRENT PRIVACY POLICIES ARE
ACCURATE

Q: Building on that, how can a company determine if its current pri-
vacy policies are adequate?
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A: The process should begin with an audit, or as-is assessment, to evalu-
ate the company’s current policies. At this early stage, the objective is
determining if the current policies are administratively sound, reflect the
current organizational needs, and adhere to the applicable laws. A good
way to begin conducting an as-is assessment is by comparing day to day
staff operations with the will of management and note any gaps. Often
times, companies will realize that the procedures they believe are being
followed actually are not.

Whether or not an organization is prepared to undertake an internal
audit of its data privacy and security procedures, certain questions must be
answered. These questions include:

*  What do you need to protect? For example, are you only protecting
personal employee or client/customer information, or do you also have
trademark agreements or even customer and vendor lists to protect?

*  Where do you operate geographically, and where do you plan on oper-
ating in the next 12 months? Different regions have different laws.

*  How important is risk management to your company?

* How do you balance the rights of your employees versus the rights of
your company?

»  What is your organization’s “threshold of pain,” in terms of how opera-
tionally intensive and rigorous a policy you are willing to implement?

*  Who in your company will be responsible for data privacy oversight?

*  When was the last time management and employees were trained on
matters of data privacy and security, if ever?

* How, if at all, do you monitor employee and vendor safeguarding of
private data?

RIGHTS OF EMPLOYEE VERSUS RIGHTS OF THE COMPANY

Q: You mentioned the rights of employees versus the rights of the
company. Please explain.
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A: Companies should to take into consideration individuals’ concerns over
the use of what they consider to be private data or information. This is
where the needs of the individual and the needs of the company can diverge,
because what a person may consider private, an organization may consider
as information eligible for selling or sharing. Fortunately, this does not boil
down to guesswork: there are global and, in the U.S., federal and state pri-
vacy laws that define these rights. But, they are not always easy to interpret,
which is why organizations so often seek outside assistance.

WHAT INFORMATION IS LEGALLY PROTECTED?

Q: What items are subject to legally mandated privacy restrictions?
A: It is a long list, including:

e Arrest records;

¢ Bank records;

» Data banks:

*  Employment records:

* Insurance records;

*  Mailing lists;

e Medical records;

*  Privileged school records;

*  Social security numbers and other government issued identification
numbers;

e Tax records;
*  Phone solicitations; and

e Wiretaps.
Some of these are fairly obvious; companies know they must keep

social security number private. But, others are not so obvious. Obvious
or not, they come with significant and serious legal restrictions.
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The list of what is considered private personal information also changes
with geography. For example, telephone numbers are considered protect-
ed information in France.

RESTRICTING ACCESS TO PROTECTED DATA

Q: So, how do you restrict access to a company’s data?

A: There are entire systems and structures designed to do just that. One
way to help keep data private is to have adequate data access controls in
place to protect information from unauthorized viewing and alteration. [
often urge companies to bear in mind the “GAP” principle:

*  Guidelines for protecting confidential data should exist and be readily
available to employees;

e Applicable privacy laws and regulations much be adhered to; and

* Policies should be detailed and audited for risk management.

Another concern is password administration. One common approach
is to provide passwords — or to allow certain employees to choose their
own passwords — to anyone who may view or use private data. As an im-
portant aside, however, you’ve got to make sure to choose a strong pass-
word: simply selecting the word “password” or your oldest child’s first
name does not go very far in creating a password that is difficult to hack.

I always advise companies to make sure their employees follow the
“CREEP” rule. CREEP is just an acronym to remind users to make sure
that the creep (the hacker) has a difficult a time as possible breaking their
secret code:

*  Changing passwords periodically must be required;

*  Repeat characters infrequently;

» Employees must choose a specific number of characters
» Easily guessed passwords are prohibited; and

» Passwords may not be used more than once per year.

181



PRIVACY & DATA SECURITY LAW JOURNAL

Another area to address is database and network administration, which
helps control the security of confidential information shared on multiple
interfaces by multiple users. It is crucial that organizations establish en-
cryption policies for handling this type of information, whether it is being
transmitted on a laptop or cell phone or over a fax machine or PDA.

One final area I’ll mention is data storage and destruction. Remark-
ably, this is the stage where security breaches often take place because
of carelessness. But, it is as important to identify and control sensitive
information at the disposal phase as it is at any other time; just because the
information is being destroyed does not mean it is not potentially sensitive
and private.

BUSINESS ADVANTAGES TO PROTECTING DATA

Q: You’ve talked a lot about the legalities of privacy, but what about
business advantages to protecting data; are there any?

A: Absolutely. The public has never been more knowledgeable or in-
terested in the information security practices of the companies they do
business with, and that holds true on a global basis. I’m not saying these
practices are the ultimate arbiter of purchasing decisions, but they defi-
nitely play a part. And, of course, there are obvious financial ramifications
to protecting institutional knowledge and proprietary product data.

DATA PRIVACY ABROAD

Q: You mentioned global markets, so let’s step away from the United
States for a moment. Are data privacy and security matters dealt with
differently in other countries?

A: That is actually quite an important question as more companies ex-
pand from the U.S. into foreign markets. And the answer is, yes, interna-
tional privacy laws differ quite a bit from those in the United States, both
in terms of scope and how they are applied. In fact, there’s little global
uniformity which makes it that much harder to ensure data privacy and
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security globally.

One exception is the European Union (“EU”): the laws differ in
some ways from those in U.S., but they’re generally consistent within
EU countries.

As in the U.S., EU law considers data protection to be a fundamental
human right. This goes all the way back to Germany in 1938, when its
federal constitutional court recognized a right to what it referred to as “in-
formational self-determination.” That same right is recognized throughout
the other 25 EU countries. Actually, the EU was the first legal system in
the world to create a data privacy anthology covering various sectors and
industries.

Featured elements of EU data protection law include a defined mini-
mum level of data protection for individuals and no restrictions on data
transfers among the 25 member countries. That said, there is little syn-
chronicity among each country’s individual data protection laws. That is a
critical factor to consider when operating in the EU, and it makes it a good
idea for U.S. companies with global presence to consider adopting a safe
harbor plan.

SAFE HARBOR PLAN

Q: What are the basic elements of this sort of plan?

A: The basic elements are fairly straightforward. First, it is important to
conduct a company wide, as-is assessment to determine the state of the
current data security protections. From there, a gap analysis should be
conducted to identify any weaknesses in the current programs, and cre-
ate new policies and procedures to shore up those weaknesses. This is
also an important step in laying out an overall plan for data security in the
company.

It is key, of course, for those who operate on a company’s behalf to
be aware of and to understand those policies, so these new policies and
procedures must be clearly communicated to employees, third party ven-
dors, and affiliates. The whole point here is to educate them and ensure
they recognize their accountability in complying with the new standards.
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Finally, there needs to be a system in place for monitoring compliance and
maintaining accountability.

CHALLENGES ENACTING A SAFE HARBOR PLAN

Q: That sounds straight forward enough. Are there any stumbling
blocks to watch out for?

A: Yes, certainly. For starters, there is cost. The sort of safe harbor plan
development I just summarized can be financially prohibitive for some
companies. For that reason, some companies might decide that the as-is
assessment simply will not elicit enough feedback to merit the expense.
The deeper your assessment, the more it is going to cost. Some organiza-
tions prefer to deal with these matters on an ad hoc basis; they wait for
something to go wrong and then identify and fix the problem at that point.

The upside to this approach is not committing the upfront investment.
The potential downside, quite obviously, is that the company is only one
data breach away from a huge disaster. So, proponents might refer to this
approach as “sticking your toe in the water” rather than diving in. Others
might consider it more akin to sticking your head in the sand.

Cost is far from the only challenge. Some organizations, especially
larger ones, have a lot of trouble building internal consensus on the proper
approach to a data security program. It is a topic nearly every part of the
company weighs in on because it affects virtually all areas of operation,
and each department tends to have their own ideas about how it should be
approached. This is not an easy situation to rectify, for reasons ranging
from turf battles to the fact that, as an example, marketing tends to speak
a seemingly different language from IT. And legal has yet another way of
speaking.

ADDRESSING THE CHALLENGES
Q: How do you revolve that challenge?

A: It typically takes a third party with expertise in both the law and con-
sulting to step in and create a uniform policy everyone feels good about.
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These policies must address privacy from a variety of angles and perspec-
tives, and a qualified third party is simply better equipped to handle that
than internal employees steeped in one discipline or business unit. This is
not a one time deal; education such as training needs to happen regularly,
maybe once or twice a year — it is an ongoing process.

INSTITUTING THE NEW POLICIES

Q: You mentioned the need to communicate to employees and other
relevant constituencies. How do you best indoctrinate the company in
new data privacy and security policies and procedures?

A: In a variety of ways, but it usually starts with training. Now, I do not
know about you, but when I think of most training sessions I’ve been a
part of, I can’t help but instinctively stifle a yawn. So, you’ve got to find
a way to make it interesting which, again, a qualified expert third party
should be able to help you with. The stakes are too high for the training to
not be taken to heart: the difference between “getting it” and “not getting
it” can mean the difference between whether or not your company faces
liability down the road.

But training only goes so far. Training only shows participation, not
understanding or buy-in. Training does not give employees a stake in
adhering to procedures or necessarily ensuring they understand the crucial
role they play in maintaining security. For that reason, I suggest that in
cases where employees and other third parties are trained, or when secu-
rity related information is disseminated to them, they be asked to attest
to the fact that they recognize their personal responsibility for regularly
implementing every element of every data privacy policy the company
maintains. This is essentially a part of everyone’s job description.

CONSEQUENCES FOR DATA SECURITY BREACHES

Q: You’ve made clear the importance of data security. But, what are
the specific ramifications here for companies that fail to comply?
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A: Let’s start from a place everyone can identify with: money. The Michi-
gan Court of Appeals, in the case of Bell v. Michigan Council 25, awarded
$275,000 to a group of identity theft victims because the defendant had
failed to implement proper procedures or safeguards to protect the person-
ally identifiable information in its control. Even though the definition of
proper procedures will likely transform over time, clearly the onus is on
the companies that collect this data to stay one step ahead of the liability
curve.

The truth is that data security breaches are a costly matter, because
domestic and international laws grant a range of protections to consumers.
These costs include the direct costs associated with handling the breach,
and the downstream costs resulting from the repercussions of the breach.
The numbers associated with data breaches, such as millions of records
being lost, can make these costs quite significant.

TJX Companies, the discount retailing company, was involved in a
very public data breach, and had to pay out $65 million in settlements to
Visa and MasterCard just for the cost of credit card replacement. It then
settled a class action lawsuit for what appears to be north of $100 million,
although the exact figure was never released. Heartland Payment Sys-
tems, Inc.’s data breach may result in even higher costs!

That is just the tip of the iceberg. Data breaches can attract attention
from government regulators, credit card associations, class action attor-
neys and even individuals — and the costs associated with this can add
up rapidly. In fact, the Electronic Communications Privacy Act of 1986
provides for a minimum fine to offending entities of $1,000 per person af-
fected. That is how you wind up with situations like National Pharmacy
Chains entering a $2.25 million settlement with the U.S. Department of
Health and Human Services over improper disposal of patient informa-
tion; Choicepoint entering a $15 million settlement with the Federal Trade
Commission over the breach of 163,000 records; and Vodafone being
forced by Greece’s Data Protection Authority to pay a $103 million fine
for failing to protect its network from hackers who monitored just 100
mobile phone accounts. Unfortunately for Vodafone, one of those phones
happened to belong to the Greek prime minister!
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I could continue with more examples, but the point is clear: the financial
ramifications of data breaches are potentially huge. Not even the govern-
ment is immune to these ramifications: the Department of Veteran Affairs
had to pay $20 million to veterans affected by a data breach.

CLOSING REMARKS

Q: This all paints a rather vivid and pretty grim picture. Is there any
positive to take from all of this?

A: Well, there’s the old expression that forewarned is forearmed. Courts,
and seemingly regulators, are beginning to recognize that data security
breaches should not be viewed as strictly liability issues. Ifa company has
reasonable policies and procedures in place, including sound protocols for
communicating, training, and monitoring, it should be well positioned to
plead “safe harbor” in the event of a breach, because in reality there is no
100 percent, fail-proof system to prevent data breaches.

This all the more underscores why organizations should take data pri-
vacy and security so seriously: the right policies and procedures signifi-
cantly lessen a company’s vulnerability to data breaches, and in the event
there is a data breach, a company with strong policies and procedures in
place are more likely to have a more satisfactory legal outcome.
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